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This document is part of the UNESCO Open Science Toolkit, designed to support the implementation of the 2021 UNESCO Recommendation on Open Science. It was developed through a consultative process led by the UNESCO-CODATA Working Group on Data Policies in Times of Crisis Facilitated by Open Science.
The aim of this document is to provide practical assistance to policymakers and other stakeholders in developing data policies in times of crises facilitated by open science as defined in the UNESCO Recommendation, while recognising that these policies should be responsive and adaptable to the unique needs of each crisis and the local context, ensuring relevance, effectiveness, and reliability in crisis response efforts
In times of crisis, the ability to manage and utilise data effectively is crucial for rapid, evidence informed decision-making and coordinated responses. Developing data policies that adhere to open science principles ensures that data is findable, accessible, interoperable, and reusable, while also promoting collaboration across disciplines and sectors. Open science fosters transparency, inclusivity, and ethical deliberation, making it a powerful framework for guiding data policies needed to address crises. These policies must not only address the immediate needs of crisis management but also provide long-term resilience and preparedness for future emergencies.
As a complement to the Factsheet and Guidance on developing data policies for times of crisis facilitated by open science, this checklist serves as a practical tool to guide the creation of data policies in crisis situations underpinned by the values and principles of open science. 
By embedding the values of transparency, equity, and collaboration, these policies promote the integration of data from multiple stakeholders, assist the ethical use of sensitive information, and ensure that data is used to its fullest potential to support the needs of preparedness, response, and recovery. This framework helps stakeholders from various sectors and regions to collaborate effectively, ensuring a cohesive, data-driven approach to crisis management.
1. Establish clear objectives, roles, and responsibilities
· Define specific, measurable, and actionable objectives aligned with open science principles to guide data use, build trust, and ensure readiness during crises.
· Identify critical data needs for crisis preparation, response, and recovery, prioritising collection and analysis.
· Identify responsibilities vis-à-vis data sovereignty, ownership, and stewardship.
· Assign clear roles and responsibilities to stakeholders, ensuring coordination across sectors while addressing the needs of scientists, policymakers, responders, and affected communities.
· Provide clear definitions of key data management terms to avoid ambiguity and ensure consistency.
2. Ensure availability of and access to adequate resources
· Secure adequate financial, technological, and human resources for the development and implementation of data policies in times of crises.
· Develop contingency funds and mobilise additional resources as needed to address evolving data policy needs.
· Ensure the resources needed to support open access and data sharing in open science environments.
· Incorporate periodic resource evaluations to identify gaps and adapt data policies and resulting data management systems as crises evolve.
3. Uphold ethical standards and protect human rights
· Embed ethical considerations (including privacy, transparency, and equity) in all data management processes.
· Ensure compliance with the existing legal and regulatory frameworks, safeguarding the dignity and rights of individuals and communities.
· Apply the CARE Principles (Collective Benefit, Authority to Control, Responsibility, Ethics) to promote the protection of marginalised populations and the sovereignty of indigenous data.
· Define measures to prevent and handle breaches and misuse.
4. Develop data governance and management protocols in open science frameworks
· Define the requirements for data quality, bias mitigation, and robust documentation within a fit-for-purpose framework.
· Define roles and responsibilities regarding the control of data in the context of open science and crisis management, ensuring secure data sharing practices that protect sensitive data and uphold ethical standards.
· Establish clear protocols for data collection, storage, sharing, and reuse, aligning with open science principles and tailored to specific disciplines and data types.
· Disaggregate data by gender, age, disability status, urban/rural area, and crisis-exacerbated vulnerabilities to assess the crisis’s impact on vulnerable groups, as appropriate.
· Follow the TRUST Principles for Digital Repositories (Transparency, Responsibility, User Focus, Sustainability, Technology) to create trusted and sustainable data infrastructures.
5. Facilitate open data collection and accessibility
· Implement standardised data formats and protocols to enable seamless data access and sharing, as appropriate.
· Develop mechanisms to securely collect and share data across regions and sectors for addressing crises.
· Integrate the FAIR Data Principles (Findable, Accessible, Interoperable, Reusable) into data management practices to advance broad accessibility and usability.
· Prioritise compliance with relevant data privacy laws while enabling appropriate access to essential data.
6. Strengthen open data infrastructure for data sharing and storage
· Build or enhance interoperable data infrastructures that facilitate real-time and context-specific data sharing and analysis for managing crises.
· Promote the use of open-source technologies to enhance real-time data exchange and processing.
· Ensure that digital infrastructure is resilient, scalable, and capable of adapting to the demands of crisis management.
· Encourage further research and innovation on advanced digital technologies, including artificial intelligence (AI), and machine learning tools for data validation and predictive analysis, addressing ethical concerns such as data bias, privacy risks, and reliability. AI should not be actively implemented without rigorous evaluation and clear safeguards.
7. Promote interdisciplinary, multistakeholder, and international collaboration
· Identify and engage key stakeholders from diverse disciplines, regions, and sectors, including non-traditional data stakeholders. 
· Foster international and cross-sector collaboration to ensure coordinated and comprehensive crisis responses.
· Use secure and accessible platforms to facilitate real-time strategic alignment, data sharing, and communication between stakeholders.
8. Strengthen public engagement and communication
· Establish clear and transparent communication protocols with the public and key stakeholders.
· Encourage public participation in data collection and crisis management through open and accessible platforms.
· Ensure communication is timely, accurate, and aligned with open science principles to build trust and foster cooperation.
9. Establish mechanisms for documentation, monitoring, and evaluation
· Maintain detailed documentation of data management activities to support accountability and continuous improvement. 
· Develop clear, measurable indicators to assess the effectiveness of crisis data policies, including accuracy and timeliness of data collection and reporting; and effectiveness of data-sharing mechanisms in enabling real-time, evidence informed decision-making.
· Implement systems for tracking and evaluating the effectiveness of data policies during and following crises.
· Apply lessons learned from each crisis to refine and update data policies for future preparedness.
10. Plan for long-term preparedness and resilience
· Include provisions for building sustainable data systems that can be mobilized during future crises.
· Prioritize long-term data governance, including policies for repurposing crisis data for future research and resilience-building.
· Ensure crisis-related data remains accessible post-crisis for research, impact assessments, and preparedness planning.
· Provide training and capacity-building programmes to ensure stakeholders are equipped to manage crisis data effectively.
· Use data policies as one of the tools to promote ongoing awareness and preparedness, including crisis simulations and drills to maintain operational readiness efforts to strengthen resilience in data management practices.

[bookmark: _30j0zll][bookmark: _Toc174615993]Related resources and useful links
This “Checklist on data policies for times of crisis facilitated by open science” has been developed as part of a set of documents contributing to the UNESCO Open Science Toolkit. Further supporting documentation can be found in the following:
1. For the “Guidance on the development of data policies for times of crisis facilitated by open science,” please see this link.
2. For the “Factsheet on data policies for times of crisis facilitated by open science,” please see this link.
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