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[bookmark: _Hlk172062957][bookmark: _Hlk172036706]Guidance for the development of data policies for times of crisis
facilitated by open science
March 2025
This document is part of the UNESCO Open Science Toolkit, designed to support the implementation of the 2021 UNESCO Recommendation on Open Science. It was developed through a consultative process led by the UNESCO-CODATA Working Group on Data Policies in Times of Crisis Facilitated by Open Science.
While this document provides a general guidance for developing data policies for times of crisis facilitated by open science, it recognises that such data policies should be responsive and adaptable to the unique needs of each crisis and the local context, ensuring relevance, effectiveness, and reliability in crisis response efforts.

[bookmark: _Toc189226392]The role of data policies in supporting crisis preparedness, response, and recovery
Crises necessitate rapid, transparent, and collaborative data sharing to ensure evidence informed decision-making and intervention. Without reliable and safe access to trustworthy data, even a well-coordinated response is insufficient and may prove inadequate. In times of crisis, policymakers rely on different stakeholders within and outside the scientific community to collect, process, and analyse reliable data in a timely and transparent manner, ensuring appropriate policy and operational response.
As highlighted in the UNESCO Open Science Toolkit’s Factsheet on data policies for times of crisis facilitated by open science, by providing an overarching set of rules, principles, and guidance on data collection, use, sharing, analysis, protection, and dissemination, data policies for times of crisis facilitated by open science set standards that foster the quality, reliability, and accessibility of essential data for crises management.
To achieve maximum impact, data policies for times of crisis must address not only immediate response needs but also preparedness and long-term recovery. Thus, these data policies need to:  
· [bookmark: _3znysh7][bookmark: _Hlk177654775][bookmark: _Hlk177654798]Establish clear objectives, roles, and responsibilities,
· Ensure availability of and access to adequate resources,
· Uphold ethical standards and protect human rights,
· Develop data governance and management protocols in open science frameworks,
· Facilitate open data collection and accessibility,
· Strengthen open data infrastructure for data sharing and storage,
· Promote interdisciplinary, multistakeholder, and international collaboration,
· Strengthen public engagement and communication,
· Establish mechanisms for documentation, monitoring, and evaluation,
· Plan for long-term preparedness and resilience.

[bookmark: _2et92p0][bookmark: _Toc189226393][bookmark: _Hlk177663082]Designing data policies to address the challenges of crisis situations
In times of crisis, data policies need to be grounded in open science values and principles to promote accessibility, transparency, collaboration, and interoperability, thereby enabling more effective responses to complex challenges. These policies can enable stakeholders to respond more efficiently and in coordination while also ensuring ethical standards, human rights, and regulatory requirements are maintained. To this end, data policies for times of crisis facilitated by open science need to address the following challenges that typically occur in crisis situations and affect the efficiency of crisis response, preparedness, and recovery:
[bookmark: _Toc189226394]Data needs for specific kinds of crises or specific crisis situations
Data policies in times of crisis should be thoughtfully tailored to address the different types of crisis situations, including natural or human-made, health emergencies, geopolitical conflicts, or humanitarian disasters. By developing and implementing distinct policies or case-specific protocols, stakeholders can more effectively align data policies with the unique demands of each crisis. For instance, health crises may focus more on real-time health surveillance and patient data privacy, natural disasters might emphasise geospatial data sharing and rapid coordination, while in geopolitical or conflict-driven crises, it is crucial to strike a balance between transparency and data protection to avoid escalating tensions, particularly in areas like conflict monitoring and humanitarian relief.
[bookmark: _Toc189226395]Data sovereignty, stewardship, and ownership
In line with data sovereignty laws and regulations of each country, the role of each stakeholder vis-à-vis crises should be clearly defined in respective data policies in times of crises. Well-identified ownership and responsibilities facilitate scientific collaboration and effective data usage during crises, while better supporting the crises preparedness and recovery phases. Additionally, data policies must be scalable to accommodate crises of different magnitudes and adaptable to the evolving nature of crises, ensuring that data management practices can be adjusted as different needs arise. 
Data quality, bias, and documentation
Data policies should ensure data quality, bias mitigation and robust documentation to support effective crisis management. Inaccurate or biased data can lead to unreliable evidence, flawed policy responses, inadequate resource allocations and exclusion of vulnerable communities from critical decision-making processes. Insufficient metadata and documentation can obscure the context, origin, and limitations of crisis data, reducing its reliability and applicability for stakeholders. To effectively address these challenges, data policies grounded in open science need to prioritise inclusive data collection strategies, robust data quality standards and clear documentation protocols, each essential for ensuring data transparency, reproducibility, and interoperability across various platforms and institutions.
[bookmark: _Toc189226396]Real-time data sharing 
Data policies should facilitate real-time or near-real-time data sharing to ensure that decision-makers have the most current information for effective crisis response. This includes establishing (pre-approved) agreements for rapid data exchange. Strategies for overcoming common barriers to data sharing should be considered, such as addressing legal restrictions, cross-border regulations, and technical limitations. These strategies could include possible solutions such as establishing pre-agreements between countries and organisations on data sharing protocols when cooperating on crises or implementing standardised platforms for secure, real-time data exchange. Additionally, these data policies should promote the use of open-source technologies and encourage the development of shared data governance frameworks that help mitigate obstacles to data sharing, facilitating more effective collaboration.
[bookmark: _Toc189226397]Timeliness, availability, and accuracy of data
Data policies should include information on the quality, current reliability, and availability of data. These policies should address how often the data is collected and updated, how the data is transferred, and what quality checks are provided to maintain the accuracy of the data. Metadata standards and data timeliness should also be addressed in these policies, ensuring that data are disaggregated by gender, age, disability status, and other crisis-exacerbated vulnerabilities, as appropriate. 
[bookmark: _Toc189226398]Data security, protection, and privacy
Data policies guided by open science principles comply with data sovereignty laws and regulations, while promoting inclusion, collaboration, and transparency. They also need to ensure the protection of sensitive information, including, when necessary, the confidentiality of information sources, by upholding data protection and privacy standards throughout the data lifecycle and implementing safeguards against breaches and unauthorised access. Additionally, such policies should recognise and accommodate the varying capacities of countries and regions to implement these security measures effectively.
[bookmark: _Toc189226399]Ethical and regulatory considerations 
Data policies need to guarantee adherence to legal, ethical, and human rights standards, and promote responsible data use. They need to safeguard privacy and protection while balancing the need for open access. To foster trust and collaboration, they need to be built on principles such as the CARE Principles (Collective Benefit, Authority to Control, Responsibility, and Ethics) and the TRUST Data Repository Principles (Transparency, Responsibility, User Focused, Sustainability, Technology) while also promoting compliance with the appropriate regulatory and legal requirements. Meaningful community engagement and the involvement of ethics committees or other regulatory bodies in the development and implementation of data policies in times of crises is crucial to ensuring the ethical and effective use of data in throughout the crisis management cycle.
[bookmark: _Toc189226400]Interoperability and data standardisation
Data policies should promote the adoption of common data standards, including the FAIR Data Principles (Findable, Accessible, Interoperable, Reusable), to enable seamless data integration across systems and organisations. The absence of standardised data formats across countries and institutions hampers interoperability, complicating data sharing, comparison, and effective use. To overcome these challenges, data policies for times of crises must emphasise harmonised standards that support cross-border and cross-sector collaboration. They should also guide the evaluation and selection of interoperable systems and compatible digital tools aligned with open science principles. Wherever feasible, open-source and non-proprietary solutions should be prioritised to maximise interoperability and long-term accessibility.
[bookmark: _Toc189226401]Availability of infrastructures and appropriate technologies
[bookmark: _Toc189226402]A robust data policy for times of crises underpins a well-developed digital ecosystem, facilitating the ethical collection, sharing, and use of data across different levels (institutional, national, regional, and international). Data infrastructure as well as how to implement advanced technologies (including scalable cloud platforms, artificial intelligence (AI) tools for real-time data processing, and cybersecurity measures to safeguard data) should be considered in the specific context of data management in times of crises. 
Innovation
Data policies for times of crises should foster innovation in data management for effective crisis response, ensuring compliance with ethical standards and local, national, and international regulatory frameworks. Making the data-sharing ecosystem as open as possible to all stakeholders who play a role in the preparedness, response, and recovery efforts required by a specific crisis can spur enhancements through research and innovation.
[bookmark: _Toc189226403]Strategic alignment and collaboration
Data policies should promote strategic alignment within organisations and across collaborating partners in addressing crises. This ensures greater confidence in data collection, sharing, and use while fostering the development of knowledge, expertise, and evidence built on reliable data.
[bookmark: _Toc189226404]Capacity building and training 
Data policies should address the existing skill gaps and promote the training of all relevant stakeholders in data collection, stewardship and management to support effective crisis response and decision-making. This ensures organisations are prepared to manage the volume as well as the tools and infrastructure needed to store and process the data in support of crisis management. This could include the development of targeted training programmes, workshops, and ongoing learning opportunities that focus on crisis-specific data needs, such as real-time data processing or secure data sharing.
[bookmark: _Toc189226405]Public communication and transparency
Effective data policies for times of crises need to support transparent public communication, helping to build trust by making the underpinning data and information available in accessible and understandable formats. This is crucial for engaging with the affected communities and maintaining public cooperation when implementing crisis interventions programmes.
[bookmark: _Toc189226406]Resources and data overload
[bookmark: _Hlk195184933][bookmark: _Toc189226407]During crises, the large volume of incoming data can strain both technical systems and human capacity. Data policies should support organisations in balancing the need for comprehensive data collection with other urgent priorities such as healthcare and humanitarian assistance. Rather than overloading systems with excessive data, policies should encourage the collection of relevant and actionable information. This includes supporting efficient workflows, scalable infrastructure and coordination efforts that help reduce bottlenecks and support timely decision-making.
Monitoring and evaluation
To ensure their effectiveness and long-term sustainability, data policies should incorporate mechanisms for monitoring, evaluation, and continuous improvement. Lessons learned from one crisis should inform future preparedness and response, enhancing resilience and adaptability over time. Additionally, data policies must address long-term digital preservation, outlining strategies to prioritise and safeguard critical data assets for both immediate crisis resolution and future crisis management.

Table 1 below summarises how data policies for times of crisis facilitated by open science, can address these challenges across the preparedness, response, and recovery phases.
	[bookmark: _Hlk179986273]The challenges
	Data policy requirements
	The role of data policy

	
	
	Preparedness
	Response
	Recovery

	Data needs
	Setting clear objectives to guide data identification, quality, and quantity.
	Identify, define, and ensure the quality and quantity of data needed, leveraging open science for broad data access and inclusion.
	Verify and assess data quality, provenance, reliability, and adequacy.
	Review the data standards implemented during the crisis for their reliability and effectiveness.

	Data sovereignty, stewardship, and ownership
	Identification, as appropriate, of data ownership and responsibilities. 
	Establish clear data ownership and responsibilities of different stakeholders as well as pathways for open collaboration and data sharing.
	Enforce the defined ownership roles and respect one another’s responsibilities.
	Reassess ownership roles and responsibilities. Evaluate their success and potential need for revision. 

	Data quality, bias, and documentation
	Data quality, bias mitigation, and robust documentation should be fit for purpose
	Develop data quality standards, identify potential data biases, and establish documentation expectations and instruments.
	Implement quality standards, review for bias, and maintain documentation standards.
	Review and improve data quality standards, bias mitigation mechanisms, and update documentation standards.

	Real-time data sharing 
	Definition of data access and sharing protocols.
	Develop, as appropriate, open access (or other) mechanisms to facilitate data sharing and ensure data systems and tools are readily available.
	Implement access and sharing protocols, utilising resources efficiently during the crisis.
	Review and evaluate data access and sharing mechanisms through a post-crisis evaluation. 

	Timeliness, availability and accuracy of data
	Enhancement of data findability and accessibility standards.
	Set clear standards for data indexing and create open access platforms to promote the findability and accessibility of data.
	Follow established standards and use reliable platforms for effective dissemination.
	Review and improve findability standards, platforms effectiveness, and indexing standards based on recovery outcomes. 

	
	Definition of data management timelines and reuse standards.
	Establish appropriate timelines for data processes and promote data reuse with clear licenses in the open science framework.
	Ensure the appropriate reuse of data and adherence to predefined timelines.
	Review the data reuse policies and timelines based on crisis management outcomes. 

	Data security, protection, and privacy
	Creation of data security, protection, privacy, governance and permission requirements.
	Seek agreements with dataset owners and contributors as necessary. Test systems. Define mitigation strategies for breached information.
	Implement permissions and agreements. Document breaches and unauthorised access. Implement mitigation strategies.
	Review the effectiveness of the practices to ensure data security, protection and privacy during the crisis. 

	Ethical considerations and regulatory compliance
	Development and enforcement of specific and general ethical standards along with human rights, and regulatory requirements.
	Outline adherence procedures for implementing ethical standards, human rights, and regulatory frameworks, guided by open science principles.
	Continually monitor compliance and adapt as needed during the crisis.
	Review the effectiveness of the ethical, human rights, and regulatory policy standards. 

	Interoperability and data standardisation
	Identification of data infrastructure, standards, and protocols requirements.
	Standardise systems for data collection, storage, and sharing across stakeholders with open science-driven standards for rapid alignment.
	Mobilise the funding needed to implement and maintain the data resources during the crisis.
	Review the availability and sufficiency of the data resources. Update and replenish the funding resources for data requirements to support future readiness. 

	
	Fostering of data combination, disaggregation, and interoperability.
	Ensure interoperability through open science principles, with common standards for combining and disaggregating data.
	Apply these methods as necessary to meet crisis needs.
	Refine standards and methods based on crisis response experiences. 

	The challenges
	Data policy requirements
	The role of data policy

	
	
	Preparedness
	Response
	Recovery

	Availability of infrastructures and appropriate technologies
	Identification of detailed infrastructure needs, responsibilities and resource allocation.
	Create, test and maintain technological infrastructure.
	Utilise infrastructure during crises to meet information needs.
	Evaluate the tools effectiveness of the data infrastructures and technologies used. 

	Innovation
	Development of innovation strategies for enhancing the use of data.
	Define data innovation goals and determine resources needed to support the innovation. Integrate data policy into an overall culture of innovation and discovery in crisis management.
	Carefully consider the risks, value, and potential impact of the innovative use of date during a crisis. Document innovative data management changes or data uses.
	Review and evaluation any data innovation used during the crisis. Also evaluate where data innovation was not used and might have helped in data management. 

	Strategic alignment and collaboration
	Identification of collaborative needs and potential partnerships across disciplines and organisations.
	Create a matrix of data and information needs and align with partners who could meet these needs. Establish the appropriate local, national, and international requirements for partnerships and collaborations.
	Clearly communicate with designated partners for specific data needs and data sharing during a crisis.
	Review the collaborative needs and partnership list to determine if the needs were fully and correctly identified and the appropriate partnerships were established. 

	Capacity building and training 
	Identification of capacity building requirements for data management and digital infrastructures.
	Develop and provide training on open science-based data management practices as well as digital tools and systems designed for digital preparedness.
	Engage personnel in data infrastructure and digital tools and systems management. Provide timely training to address changes in the needs.to effectively manage data during the crisis.
	Review the capacity-building for its effectiveness in meeting the data needs and those of the personnel.

	Public communication and transparency
	Development of a proactive, reliable, and trustworthy information communication strategy.
	Create a crisis data and information communication plan detailing guidelines and procedures, including channels to use, templates for documents, and protocols to follow. Test the plan with the media and other communication partners/resources.
	Implement the crisis data and information communication plan, including new releases and talking points. Allow for mitigations strategies when necessary.
	Evaluate the crisis data and information communication plan for effectiveness and impact. 

	Resources and data overload
	Identification of data resource needs and development of a resource allocation plan.
	Identify strategies for obtaining resources. Develop a comprehensive resource sourcing and allocation plan with a long-term vision.
	Utilise and document data resource management, including those used for personnel and infrastructure during the crisis.
	Review the comprehensiveness, reliability, and effectiveness of the resource sourcing and allocation plan during the crisis. 

	Monitoring and evaluation
	Establishment of clear procedures for monitoring and evaluating the effectiveness and reliability of the data policy.
	Implement standard procedures to regularly review and update data policies in advance of and during a crisis, incorporating open science practices.
	Apply the data policy and document any errors or deviations in its implementation.
	Review the data policies for their impact and effectiveness during the crisis. 
For all above: Revise the data policy based on the lessons learned.



[bookmark: _Toc189226408]Data policies and their relationship to data management plans in times of crisis
Data management plans (DMPs) are the key operational tools for data management as they detail how data is collected, stored, shared, and archived throughout its lifecycle. In crisis situations, the coordination between data policies and DMPs is vital to ensure that data is managed efficiently to address both immediate and long-term needs. Incorporating open science principles into DMPs enhances transparency, accessibility, and collaboration, ensuring that data can be shared openly and used by a wider range of stakeholders.
Data policies need to guide the creation of DMPs that support the specific goals of crisis management, such as ensuring data is available for response teams, supporting accurate and timely communication to communities and other stakeholders, and assisting policymakers in decision making.  Data policies for times of crisis facilitated by open science must help bring DMPs into alignment with ethical standards, regulatory frameworks, and legal requirements to ensure that data is responsibly collected, stored, and shared while safeguarding individual and community rights and sovereignty. By promoting consistency across stakeholders, long-term stewardship, and flexibility, these policies ensure that DMPs can adapt to evolving crises, fostering high-quality data practices that support effective and coordinated crisis management and response.
This approach of developing data policies to support a variety of DMPs not only accelerates decision-making related to crises but also fosters innovation and trust across stakeholders.
Table 2 below highlights the key considerations when aligning DMPs with data policies for times of crisis.
	[bookmark: _Toc189226409]Table 2 Points of alignment between data policies and data management plans for times of crisis

	Area of alignment
	How data policies support DMPs in crisis situations

	[bookmark: _Toc189226410]Alignment with ethical standards, legal requirements, and regulatory frameworks
	[bookmark: _Toc189226411]Data policies need to assist DMPs in adhering to ethical standards, legal requirements, and regulatory frameworks. This includes compliance with privacy laws, data protection regulations, and the ethical handling of sensitive information.

	[bookmark: _Toc189226412]Consistency across stakeholders
	Data policies can help align DMPs across the different stakeholder organisations to ensure high-quality data collection and management.

	[bookmark: _Toc189226413]Long-term stewardship, data sharing, and access
	Data policies provide high-level guidance on data stewardship, sharing, and access while DMPs operationalise these principles, defining how data will be securely collected, stored, shared, and preserved with relevant parties engaged in crisis management.

	[bookmark: _Toc189226414]Flexibility and adaptability
	Data policies and DMPs for crises need to be flexible and adaptable to the evolving nature of crises. This allows for adjustments in data collection, management, and sharing protocols as new information becomes available or as the crisis management requirements change. Ensuring adaptability in data policies and DMPs enables more effective responses and fosters a data management approach that remains relevant and efficient under dynamic crisis conditions.



[bookmark: _Toc189226415]The importance of stakeholders in developing data policies for crisis situations
As highlighted in this Toolkit’s Factsheet on data policies in times of crisis facilitated by open science, the development and implementation of effective data policies for crisis situations requires collaboration amongst diverse stakeholders, each with specific roles, objectives, and responsibilities. From government agencies, academic institutions, and funders to private sector entities and community members, these stakeholders contribute unique expertise that shapes robust frameworks supporting data accuracy, privacy protection, and sharing, while facilitating informed decision-making. Their coordinated efforts ensure timely and accurate data collection, promote best practices, and foster innovation across disciplines and sectors, all of which are crucial for crisis preparedness, response, and recovery.
Data policies in times of crises facilitated by open science become even more forceful by enabling interdisciplinary collaboration, ensuring that diverse fields of knowledge and all sectors in society contribute to well-rounded data frameworks for crisis management. Open science also encourages the adoption of standardised methodologies and tools, enhancing data interoperability across platforms and sectors, making crisis response more efficient. Additionally, open science fosters public engagement and accountability, ensuring that data-driven decisions are trusted and scrutinised by the public and experts alike.
By accelerating research dissemination and fostering global cooperation, open science drives innovation and the implementation of real-time solutions in rapidly evolving crisis scenarios.
[bookmark: _tyjcwt][bookmark: _Toc174615993][bookmark: _Toc189226416]Related resources and useful links
This “Guidance on data policies for times of crisis facilitated by open science” has been developed as part of a set of documents contributing to the UNESCO Open Science Toolkit. Further supporting documentation can be found in the following:
1. For the “Checklist on the development of data policies for times of crisis facilitated by open science,” please see this link.
2. For the “Factsheet on data policies for times of crisis facilitated by open science,” please see this link.
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